DRAFT (internal)							  (last updated: 15 March, 2011)

Installing Shibboleth 2.3 support for Blackboard Learn 9.1 
(modified Apache 2.x configuration, Redhat Linux, 64-bit)
1) Start with a fresh, vanilla installation of Blackboard Learn. Ensure that users desiring to use Shibboleth authentication are created using the same user id as will be passed into the application via the REMOTE_USER environment variable. (Do this prior to configuration of this server.) Also ensure that the Blackboard SSL configuration option is set to enabled system-wide.
2) Install Apache 2, the necessary supporting Linux libraries, and SSL support on the server.
a. yum install httpd
b. yum install unixODBC
c. yum install mod_ssl

3) Install the supporting Shibboleth RPMs
a. mkdir /tmp/RPMS
b. cd /tmp/RPMS
c. wget http://download.opensuse.org/repositories/security://shibboleth/RHEL_5/x86_64/log4shib-1.0.4-1.2.x86_64.rpm
d. wget http://download.opensuse.org/repositories/security://shibboleth/RHEL_5/x86_64/opensaml-2.3-1.8.x86_64.rpm
e. wget http://download.opensuse.org/repositories/security://shibboleth/RHEL_5/x86_64/shibboleth-2.3.1-1.3.x86_64.rpm
f. wget http://download.opensuse.org/repositories/security://shibboleth/RHEL_5/x86_64/xerces-c-3.0.1-6.2.x86_64.rpm
g. wget http://download.opensuse.org/repositories/security://shibboleth/RHEL_5/x86_64/xml-security-c-1.5.1-4.2.x86_64.rpm
h. wget http://download.opensuse.org/repositories/security://shibboleth/RHEL_5/x86_64/xmltooling-1.3.3-1.2.x86_64.rpm
i. rpm -ivh *.rpm

4) Configure Apache 2 for SSL, Shibboleth, and Blackboard
a. Modify /etc/httpd/conf/httpd.conf

# in <VirtualHost *:80> add/modify

<VirtualHost *:80>
    ServerName school.blackboard.edu
<Proxy ajp://localhost:8009>
AddDefaultCharset Off
Order deny,allow
Allow from all
</Proxy>
ProxyPass / ajp://localhost:8009/
ProxyPassReverse / ajp://localhost:8009/
RewriteEngine On
RewriteCond %{HTTPS} off
RewriteCond %{REQUEST_URI} !^/webapps/blackboard/monitoringpage.jsp
RewriteRule (.*) https://%{HTTP_HOST}%{REQUEST_URI}
</VirtualHost>
b. Modify /etc/httpd/conf.d/ssl.conf
<VirtualHost _default_:443>
ServerName blackboard.school.edu:443
...
<Proxy ajp://localhost:8009>
AddDefaultCharset Off
Order deny,allow
Allow from all
</Proxy>
ProxyPass /Shibboleth.sso !
ProxyPass /shibboleth-sp !
ProxyPass / ajp://localhost:8009/
ProxyPassReverse / ajp://localhost:8009/
RewriteEngine On
RewriteCond %{QUERY_STRING} logout
RewriteRule (.*) https://auth.school.edu/logouturl
</VirtualHost>


5) Configure Blackboard for Shibboleth authentication
a. In /usr/local/blackboard/bb-config.properties, change the auth type from the default of rdbms to shib
b. Run /usr/local/blackboard/tools/admin/PushConfigUpdates.sh
c. In /usr/local/blackboard/authentication.properties, uncomment all configuration items in the shibboleth section
d. Run /usr/local/blackboard/tools/admin/ServiceController.sh services.restart

6) Now configure Shibboleth itself by modifying the appropriate values in /etc/httpd/conf.d/shib.conf and /etc/shibboleth/shibboleth2.xml. Ensure that the REMOTE_USER environment variable is set to be populated with the Blackboard user id (by default it will be populated with the user’s EPPN). Users will need to be created in Blackboard with this user id prior to being able to log in with Shibboleth (as specified in step 1). 
a. #in /etc/httpd/conf.d/shib.conf add
<Location /webapps/login>
AuthType shibboleth
ShibRequestSetting requireSession 1
require valid-user
</Location>
b. #Now in /etc/shibboleth/shibboleth2.xml
#Change the entityId attribute in <ApplicationDefaults> eg:  entityID="https://blackboard.school.edu/shibboleth"
#Change the entityId attribute in <SessionInitiator> eg: entityID="urn:mace:incommon:school.edu">
#Change the WAYF URL to match in <SessionInitiator type="WAYF" acsIndex="5" URL="https://auth.schoool.edu/idp/profile/Shibboleth/SSO"/>
#Configure local metadata  <MetadataProvider type="XML" file="/etc/shibboleth/metadata/InCommon-metadata.xml"></MetadataProvider>
#Secure session config handlerSSL="true" cookieProps="; path=/; secure"  eg:  <Sessions lifetime="28800" timeout="3600" checkAddress="false" handlerURL="/Shibboleth.sso" handlerSSL="true" cookieProps="; path=/; secure" exportLocation="http://localhost/Shibboleth.sso/GetAssertion" exportACL="127.0.0.1" idpHistory="false" idpHistoryDays="7">
7) Bring up all services and test authentication. 
a. /usr/local/blackboard/tools/admin/ServiceController.sh services.webserver.stop
b. service httpd start (if already started use service httpd restart)
c. service shibd start (if already started use service shibd restart)


Reference: https://spaces.internet2.edu/display/ShibInstallFest/Shibboleth+Workshop+Series+-+Linux+Service+Provider 





			


